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Glossary of terms

Term Definition

Access control The ability to enforce a policy that identifies permissible actions on a
particular resource by a particular subject. (SANY-SA, 2009)

Agent A kind of "autonomous" and “active” OOI that does have control over its
behaviour, can act in the environment, perceive, and reason.

API An application programming interface (API) is a protocol intended to be

used as an interface by software components to communicate with each
other. See http://en.wikipedia.org/wiki/API

Application See CRISMA application

Architecture In computer science and engineering, computer architecture is the art that
specifies the relations and parts of a computer system. See
https://en.wikipedia.org/wiki/Computer_architecture

Attribute A characteristic of an entity (e.g. of an object in a model or the model
itself).
Authentication Concerns the identity of the participants in an exchange. Authentication

refers to the means by which one participant can be assured of the
identity of other participants. (SOA-RM, 2006)

Authorisation Concerns the legitimacy of the interaction. Authorisation refers to the
means by which an owner of a resource may be assured that the
information and actions that are exchanged are either explicitly or
implicitly approved. (SOA-RM, 2006)

Building block A Building Block is a CRISMA Federate that is provided as part of the
CRISMA Framework to build CRISMA Applications. Building Blocks are
generic, composable, adaptable as well as domain- and location-
independent and thus transferable to different crisis management
domains. There are three different types of Building Blocks: Infrastructure,
Integration and User Interaction Building Blocks. Not all Building Blocks
are mandatory in each CRISMA Application.

Crisis scenario A scenario describing a crisis as it has happened or could happen in real
life.

CRISMA application A CRISMA Application is an integrated crisis management simulation
system that is build according to the concepts of the CRISMA Framework
Architecture. It is composed of (customised) Building Blocks of the
CRISMA Framework and integrated or federated legacy components
(simulation models, applications, systems,).

CRISMA federate Any component that connects to the Middleware Infrastructure of the
CRISMA Framework and is able to exchange Control and Communication
Information with the Middleware Infrastructure. More specifically, a
CRISMA Federate has to be aware of the API of the ICMM.

CRISMA federation A number of CRISMA Federates that act together as a unit. A CRISMA
Federation is a subset of a CRISMA Application.

CRISMA framework A framework composed of ready-to-use Building Block and supporting
tools that can be connected together to form a CRISMA Application.
Criteria Criteria relate indicators to a qualitative assessment of the respective
crisis situation. Indicators and corresponding criteria are basis for
CRISMA decision support concept

Decision making Decision making can be regarded as the cognitive process resulting in the
selection of a course of action among several alternative scenarios. Every
decision making process produces a final choice. The output can be an
action or an opinion of choice. (Wikipedia, 2013)
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Definition

Decision point

A point in time where the user wants to introduce a decision to compare
what will be the outcome of different options. In CRISMA, visualisation is
done on a time line to show where a decision has been met.

Decision support

Decision Support Systems (DSS) make up a specific class of
computerized information systems that support business and
organizational decision-making activities. A properly designed DSS is an
interactive software-based system intended to help decision makers to
compile useful information from raw data, documents, personal
knowledge, and/or business models to identify and solve problems and
make decisions.

Decision tree

A time line with branches showing options in each decision point. Not only
useful as visualisation of decisions but also for navigation to compare
different states at the same or different time stamps.

Evaluation

Evaluation is “systematic investigation of the worth or merit of an object.”
(Frechtling 2011). Evaluation is a valuable source of information on how a
project is being implemented, specifically, what works and what should be
modified.

Evolution scenario

A combination of several impact scenarios resulting from multiple
hazards/incidents.

Feature

A "Feature" (ISO 19101, OGC 08-126) is "an abstraction of a real world
phenomenon”. A feature is considered "geographic feature" if it is
associated with a location. According to OGC 08-126, the geographic
features are "fundamental unit of geospatial information".

Federate

see CRISMA federate

Framework

An information architecture that comprises, in terms of software design, a
reusable software template, or skeleton, from which key enabling and
supporting services can be selected, configured and integrated with
application code. See
http://www.opengeospatial.org/resources/?page=glossary

More specific see CRISMA framework

Functional
requirement

Defines a function of a software system or its component. A function is
described as a set of inputs, the behaviour, and outputs. See
https://en.wikipedia.org/wiki/Functional_requirements

Functional
specification

A functional specification is an implementation independent description of
a software components behaviour which means that operations are
specified on an abstract level not defining specific data types or schemas.
It is the basis for a Formal Specification.

Incident

An occurrence, natural or human-caused, that requires a response to
protect life or property. Incidents can, for example, include major
disasters, emergencies, terrorist attacks, terrorist threats, civil unrest, wild
land and urban fires, floods, hazardous materials spills, nuclear accidents,
aircraft accidents, earthquakes, hurricanes, tornadoes, tropical storms,
tsunamis, war-related disasters, public health and medical emergencies,
and other occurrences requiring an emergency response (FEMA
Glossary, 2013).

Indicator

A thing that indicates the state or level of something (Oxford dictionaries).
In CRISMA, indicators illustrate World State aspects that are
representative for scenarios. The indicators can either be represented by
a single existing value in the CRISMA World State or are aggregated by a
function of several values from the World State (e.g. average, minimum or
maximum values in a given region for a given time).
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Information model An information model is a representation of concepts, relationships,
constraints, rules, and operations to specify data semantics for a chosen
domain of discourse. The advantage of using an information model is that
it can provide sharable, stable, and organized structure of information
requirements for the domain context. (Lee, 1999)

Infrastructure Infrastructure in a crisis management context covers for instance dikes,
hospitals, rescue bases and critical infrastructure (as water, power,
telecommunication networks) etc.

Integrated Crisis The ICMM is a central Building Block in every CRISMA Application.
Management It connects Crisis Management Simulations with the Analysis and
Middleware (ICMM) | pecision Support functionality of CRISMA by providing a central
repository for harmonized world state and indicator information. The
ICMM is fed by simulations providing the basic information to be
used for world state analysis and decision support Building Blocks.
Integrated component | A component that takes part in an interaction of CRISMA Federates but is
not itself a CRISMA Federate. It is not CRISMA-aware and thus does not
interact with the CRISMA Middleware Infrastructure. An Integrated
Component may be a member of a CRISMA Application but not of a
CRISMA Federation.

Interface In the context of IT, a named set of operations that characterise the
behaviour of an entity. The aggregation of operations in an interface, and
the definition of the interface, shall be for the purpose of software re-
usability. The specification of an interface shall include a static portion that
includes definition of the operations. The specification of an interface shall
include a dynamic portion that includes any restrictions on the order of
invoking the operations. (ISO_19119, 2003)

Interoperability Capability to communicate, to execute programs, or to transfer data
among various functional units in a manner that requires the user to have
little or no knowledge of the unique characteristics of those units.
(1ISO_19119, 2003)

Key performance Key performance indicator (KPI) help to characterise and compare

indicator alternative scenarios with respect to the crisis management measures
that have been done.

Mashup platform A component that allows to combine smaller components (widgets)

providing specific functionality into a complete graphical user interface
(GUI) to provide all the functionality needed

Meta-information Descriptive information about resources in the universe of discourse. Its
structure is given by a Meta-Information Model depending on a particular
purpose. Note: A resource by itself does not necessarily need Meta-
Information. The need for Meta-Information arises from additional tasks or
a particular purpose (like catalogue organisation), where many different
resources (services and data objects) must be handled by common
methods and therefore have to have/get common attributes and
descriptions (like a location or the classification of a book in a library).
(RM-OA, 2007)

Meta-information Information-model for Meta-Information. See Meta-model and Meta-
model information.
Meta-model A meta-model typically defines the language and processes from which to

form a (description) model. Meta-modelling is the modelling methodology
used in software engineering. See
https://en.wikipedia.org/wiki/Meta_model. In this IT context "model"
usually means "data model" or "information model" — a description of data
structures.
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Meta-modelling Meta-modelling is the analysis, construction and development of the
frames, rules, constraints, models and theories applicable and useful for
the modelling in a predefined class of problems. See
https://en.wikipedia.org/wiki/Metadata_modeling

Model A model is a hypothetical simplified description of a complex entity or
process (Sterling & Taveter, 2009). A model can be considered as “an
abstract representation of a system or process” (Carson, 2005). A model
is a physical, mathematical, or otherwise logical representation of a
system, entity, phenomenon, or process that has been designed for a
specific purpose (NATO, 2010). Stachowiak (1973) describes a model
using three features: the mapping feature (reproduction of the original),
the reduction feature (abstraction of the original) and the pragmatic
feature (addressing a purpose for its user).

Multi-hazard To determine the probability of occurrence of different hazards either
assessment occurring at the same time or shortly following each other, because they
are dependent from one another or because they are caused by the same
triggering event or hazard, or merely threatening the same elements at
risk without chronological coincidence. (Commission staff working paper:
“Risk assessment and mapping guidelines for disaster management”,
European Commission, Brussels, December 2010)

Multi-risk assessment | To determine the whole risk from several hazards, taking into account
possible hazards and vulnerability interactions (a multi-risk approach
entails a multi-hazard and multi-vulnerability perspective).

This would include the events:

1) occurring at the same time or shortly following each other, because
they are dependent on one another or because they are caused by the
same triggering event or hazard; this is mainly the case of cascading
events;

2) or threatening the same elements at risk (vulnerable/exposed
elements) without chronological coincidence (EU Matrix)

Non-functional A requirement that specifies criteria that can be used to judge the

requirement operation of a system, rather than specific behaviours. See
https://en.wikipedia.org/wiki/Non-functional_requirement

Object of interest Object of Interest (OOI) is used in CRISMA to designate objects that are

of interest to crisis management practitioners and therefore need to be
represented and handled by a CRISMA Application. More precisely, the
term is used for IT-representation of such objects within CRISMA. The
term was initially introduced as disambiguation of the word "resources".
However, the OOI can also represent objects which aren't considered
resources by crisis managers, such as hospitals, dams or residential
buildings. Since OOI instances always exist in a spatial and temporal
context, OOI can be considered a specialization of the "Feature” as
defined by ISO 19101 and OGC 08-126.

00l see Object of Interest

Pilot A pilot within CRISMA manages the definition and implementation of a
CRISMA application and provides the data for a specific crisis scenario
and for a specific use case. This results in a demonstrator that is used
during a demonstration and for experimentation purposes in order to
validate the CRISMA software. CRISMA pilots (pilot sites) provide generic
experimentation frame and validations for testing, validate and promote
CRISMA system and provide necessary return of experience in order to
validate CRISMA in relevant wide range of crisis management situations
including multi-risk and domino effects.
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Point of interest

A specific point location that someone may find useful or interesting (see
http://en.wikipedia.org/wiki/Point_of_interest). In CRISMA context, the
Point of Interest (POI) is a map object, usually visualized with a
marker/icon on the map. POl is an object with properties, like geographic
location, and/or some properties characterizing this object. The POI can
represent both passive (like buildings, bridges, etc.) and active objects
(e.g. agents as representatives of some physical or virtual entities) on the
map.

Preparedness

The knowledge and capacities developed by governments, professional
response and recovery organizations, communities and individuals to
effectively anticipate, respond to, and recover from, the impacts of likely,
imminent or current hazard events or conditions.

Recovery

The restoration, and improvement where appropriate, of facilities,
livelihoods and living conditions of disaster-affected communities,
including efforts to reduce disaster risk factors.

Reference
architecture

A reference architecture "is an architectural design pattern that indicates
how an abstract set of mechanisms and relationships realizes a
predetermined set of requirements. One or more reference architectures
may be derived from a common reference model, to address different
purposes/usages to which the Reference Model may be targeted." (SOA-
RM, 2006)

Reference scenario

Reference scenarios are abstract crisis and response scenarios that help
to understand the relevant aspects of a typical scenario.

Requirement

A singular documented physical and functional need that a CRISMA
Application should perform. It is a statement that identifies a necessary
attribute, capability, characteristic, or quality of a system for it to have
value and utility to a user. (Source:
http://en.wikipedia.org/wiki/Requirement)

Resource

Crisis management context: Resources are deployed in the scope of
crisis management activities. Resources may include material (e.g.
sandbags, medical products, and oxygen tank), personnel (e.g. medical
officer, ambulance driver, and crisis manager), vehicles (e.g. fire trucks),
protection infrastructure and facilities (e.g. hospital, shelters), installations
(e.g. weirs).

IT-context: Resource is every possible data object as part of the common
CRISMA meta information model.

Resource
management

Crisis management context: Management and optimal deployment of
crisis management resources such as fire trucks, ambulances, personnel,
equipment etc. for crisis management.

IT-context: Management in terms of storage, creation, update and delete
of data objects in the context of IT implementation.

Response

Immediate actions to save and sustain lives, protect property and the
environment, and meet basic human needs. Response also includes the
execution of plans and actions to support short-term recovery. (FEMA,
2010)

Risk analysis

A systematic use of available information to determine how often specified
events may occur and the magnitude of their likely consequences.

Sample scenario

Crisis and response scenario representing either real past events or
imaginary events specified in detail.

Scenario

A description of a projected situation and the causes leading to it.
Scenarios are used to evaluate the outcomes of different courses of
actions in changing conditions.

Scenario description

In the context of CRISMA it includes text, timeline and tables that describe
a Ccrisis management scenario.
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Scenario evolution

Sequential development of a scenario describing events as they could
evolve based on alternative assumptions.

Service In the context of IT, a service is a distinct part of the functionality that is
provided by an entity through interfaces. (ISO_19119, 2003)
Simulation A simulation is the manipulation of a model in such a way that it

represents the expected behaviour of an individual actor or an entire
system over time (NATO, 2010).

Simulation case

A simulation case describes the user context, the objects of interests, the
simulation models and the user interactions that are relevant for the
modelling and simulation of a crisis management scenario with a CRISMA
application.

Simulation models
loose integration

Describes a low level of integration between two or more simulation
models, when a running simulation model is not aware of other running
simulation models. The output of one simulation model can be used as
the input for the next simulation model. This level of integration is required
when two simulation models are running in-parallel with no need to share
information during the run.

Simulation models
tight integration

Describes a high level of integration between two or more simulation
models at runtime. This level of integration is required when two
simulation models are running in-parallel and need to interact with each
other by sharing their intermediate output information during the run.

Simulation results

Simulation results are the output values of a specific simulation run. They
provide the content of a specific scenario (series of World States).

Simulation run

A simulation run is the parameterisation and initiation of a simulation case
that provides specific simulation results. A simulation run can happen with
or without user interaction.

Simulation tool

A software that implements a model and allows simulation, no matter if it
provides an own user interface or operates integrated in a larger software.

Simulation view

A CRISMA user interface that allows a CRISMA user to interact with a
simulation case in terms of changing simulation parameters, starting,
stopping and saving simulation runs.

Standard

Denotes relevant technical standards on interoperability and federated
simulation.

System

System is a set of entities connected together to make a complex whole
or perform a complex function (Sterling & Taveter, 2009).

System can also be defined as a complex of interacting components and
relationships among them that permit the identification of a boundary-
maintaining entity or process (Laszlo & Krippner, 1998).

Technical
requirements

Technical requirements define the functions or constraints needed by the
system to achieve a goal. They specify how a goal should be
accomplished by the system. Technical requirements can be separated
according to their characteristics into functional and non-functional
technical requirements. In CRISMA, technical requirements are created
based on user stories.

Tight simulation
integration

An approach towards coupling of several simulation models at a domain-
specific, conceptual, and semantic level. The standards DIS and HLA are
designed for such integrated simulations. An example would be a system
that integrates several vulnerability models of different infrastructures and
takes into account interrelationships between them at any time of a
simulation run.

Transition

A transition is a relationship between two CRISMA World States. It can
originate either from a CRISMA simulation model run or from a manual
change by a CRISMA user.
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Use case A list of steps, typically defining interactions between a user and a
system, to achieve a certain goal (Cockburn, 1999). A use case is
described as "a generalized description of a set of interactions between
the system and one or more actors, where an actor is either a user or
another system". (Cohn, 2004).

User requirements User requirements represent what goals in crisis management need to be
achieved by means of the system and what roles of stakeholders are
involved in that. In CRISMA user requirements are represented by crisis-
specific goal models and behavioural scenarios and the consolidated
crisis management goal model for the ICMS.

Widget A component providing a specialized user interface functionality. A
complete user interface consists of a number of widgets.

World State A CRISMA World State is a set of attributes and their values describing
the state of the world in a crisis management scenario.

Cascade events Cascade events describe a sequence of adverse events generated by a

single or different sources. For example an earthquake that causes
ground motion that triggers a landslide.

Cascade effects Cascade effects describe the effects (consequences) of cascade events
and thus allow evaluating indirect effects caused by the originating
incident.

CRISMA system In the perception of the architecture, the CRISMA System is the overall
project results consisting of all CRISMA Pilot Applications.

Application An Application Architecture provides a specification of application-specific

architecture Simulation Cases in accordance to the Integrated System Viewpoint of
the Conceptual Business Logic of the CRISMA Framework Architecture.

Transition Point A Transition Point represents the type of the Transition that can be
performed by the user at a certain defined point in a Simulation Case.

Transition matrix A matrix-like representation of the conditional probabilities P(IM2[IM1),

indicating the probability that a triggered event with intensity IM2 occurs
given the occurrence of a triggering event with intensity IM1.

Decision node Element of a decision tree which represents a decision (e.g., to assess
different possible mitigation actions) to be taken in a particular segment of
a decision tree.

Database of scenarios | A collection of plausible scenarios of cascading effects.

Time dependent Referring to physical vulnerability, time-dependent vulnerability is defined
vulnerability as the vulnerability affected by deterioration of elements characteristics
due to ageing and/or damage.

In a broader sense, time dependent vulnerability generally indicates the
variation of vulnerability characteristics over time (in the understanding of
CRISMA, this e.qg. also includes spatio-temporal patterns of exposure or
varying situation patterns during the process of evacuation).

ICMM Integrated Crisis Management Middleware BB (ICMM) is a generic
distributed resource-oriented Control and Communication Information
Management System. Thereby it is important to note, that the term
‘resource-oriented’ in the ICMM refers to the concept of generic resources
as used in the context of the Resource Oriented Architecture (ROA).
Path of analysis A Path of Analysis is a consecutive sequence of Transitions through a
Simulation Case Graph. A Path of Analysis that starts at the root of a
Simulation Case and ends at a leaf can be called a Simulated Crisis
Management Scenario.

Simulation Objective A Simulation Objective is a well-defined purpose of a Crisis Management
Simulation supporting specific planning, training or decision support
activities. The physical representation or the means to reach a simulation
objective is the Simulation Case.
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Acronyms and technical terms

The table below lists technical terms and acronyms that are not part of the CRISMA
glossary but that are nevertheless needed to understand the content of this deliverable.

Term

Definition

Application
Programming
Interface (API)

An application programming interface (API) specifies how some software
components should interact with each other.
See https://en.wikipedia.org/wiki/Application programming_interface

Cascading Style
Sheets, Level 3
(CSS3)

Cascading Style Sheets (CSS) is a style sheet language used for
describing the presentation semantics (the look and formatting) of a
document written in a markup language. See
https://en.wikipedia.org/wiki/Cascading_Style Sheets

Core Control and
Communication
Information Model
(CCIM)

The core meta-information model of a CRISMA Federation that provides a
formal specification of the Conceptual Business Logic of the CRISMA
Framework.

DIESIS

The EU FP7 Project “Design of an Interoperable European Federated
Simulation Network for Critical Infrastructures”. See http://www.diesis-
project.eu

Distributed Interactive
Simulation (DIS)

An IEEE standard for conducting real-time platform-level war gaming
across multiple host computers and is used worldwide, especially by
military organizations but also by other agencies. See
https://en.wikipedia.org/wiki/Distributed Interactive Simulation

Data Distribution
Services (DDS)

The Data Distribution Service for Real-Time Systems (DDS) is an Object
Management Group (OMG) Publish/Subscribe (P/S) standard.
See http://omg.org/

Decision Support
System (DSS)

A software system supporting a decision maker by providing information
relevant for his decisions.

Enterprise Service
Bus (ESB)

A software architecture model used for designing and implementing the
interaction and communication between mutually interacting software
applications in service-oriented architecture (SOA). See
https://en.wikipedia.org/wiki/Enterprise_service bus

Event-driven
architecture (EDA)

A software architecture pattern promoting the production, detection,
consumption of, and reaction to events. See
https://en.wikipedia.org/wiki/Event-driven_architecture

Extensible Markup
Language (XML)

A markup language that defines a set of rules for encoding documents in
a format that is both human-readable and machine-readable. See (XML,
2010)

FI-WARE

Future internet core platform. Delivers a novel service infrastructure,
building upon elements (called Generic Enablers) which offer reusable
and commonly shared functions making it easier to develop Future
Internet Applications in multiple sectors. (FI-WARE, 2011)

File Transfer Protocol
(FTP)

File Transfer Protocol (FTP) is a standard network protocol used to
transfer files from one host to another host over a TCP-based network,
such as the Internet. See https://en.wikipedia.org/wiki/ETP

GeoServer GeoServer is an open source software server written in Java that allows
users to share and edit geospatial data. See http://geoserver.org
Geography Markup The Geography Markup Language (GML) is the XML grammar defined by

Language (GML)

the Open Geospatial Consortium (OGC) to express geographical
features. See https://en.wikipedia.org/wiki/Geography Markup Language
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High-level architecture
(HLA)

A general purpose architecture for distributed computer simulation
systems. HLA is an open international standard developed by the
Simulation Interoperability Standards Organization (SISO) and published
by IEEE. See https://en.wikipedia.org/wiki/High-

level architecture %28simulation%29

Hypertext Transfer
Protocol (HTTP)

A standard protocol for data transport in the world wide web (WWW). See
(RFC_1945, 1996) and (RFC 2616, 1999)

Integrated Modelling,
Mapping, and
Simulation (IMMS)

A framework for planning exercises. See SUMMIT.

JavaScript (JS)

JavaScript is an interpreted computer programming language. As part of
web browsers, implementations allow client-side scripts to interact with
the user, control the browser, communicate asynchronously, and alter the
document content that is displayed. See
https://en.wikipedia.org/wiki/JavaScript

Local Area Network
(LAN)

A computer network within one organisation unit, usually within one
company or building.

Mission, Concepts,
Realisation and
Implementation

The Mission, Concepts, Realisation and Implementation schema used to
structure the CRISMA Framework Architecture into four architectural
layers that build on each other.

(MCRI)
Model as a Service An external provider offers IT infrastructure providing a model ready to
(MaaS) use.

Network Common
Data Format

NetCDF is a set of software libraries and self-describing, machine-
independent data formats that support the creation, access, and sharing

(NetCDF) of array-oriented scientific data.
See http://www.unidata.ucar.edu/software/netcdf/
OAuth An open standard for authorization. OAuth provides a method for clients

to access server resources on behalf of an end-user (OAuth, 2012)

Object Management
Group (OMG)

An international, open membership, not-for-profit computer industry
standards consortium. See http://www.omg.org/

Observations and
Measurements (O&M)

One of the OGC standards. Specifies an XML implementation for the
OGC and ISO Observations and Measurements conceptual model. See
(O&M, 2011).

Open Geospatial
Consortium (OGC)

The Open Geospatial Consortium (OGC) is an international industry
consortium of 480 companies, government agencies and universities
participating in a consensus process to develop publicly available
interface standards. OGC® Standards support interoperable solutions
that "geo-enable” the Web, wireless and location-based services and
mainstream IT. The standards empower technology developers to make
complex spatial information and services accessible and useful with all
kinds of applications. (OGC, 2013)

Openid

A standard for user identification. See chapter 4.4 Interoperability
standards

Open Modelling
Interface (Open-Ml)

A standard defines a set of interfaces that allowing time-dependent
models to exchange data at run-time. See
https://en.wikipedia.org/wiki/OpenMI_Standard

Remote procedure

A concept describing the access to computer program procedures located

State Transfer (REST)

call (RPC) not in the own program but anywhere in a computer network, completely
hiding complexity .There are many different realisations of this concept..
See (RPC, 2013)

Representational A style of software architecture for distributed systems such as the World

Wide Web. REST has emerged as a predominant web service design
model. See (REST, 2013)
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Term Definition
RiskScape A framework for multi-risk modelling. Website at www.riscscape.org.nz
not available (2013-03-06)
Run-Time A service Bus providing HLA services. See High-level Architecture (HLA)

Infrastructure (RTI)

and Enterprise Service Bus (ESB).

Sensor Model
Language (SensorML)

One of the OGC standards. Specifies models and XML encoding of
sensor descriptions. See (SensorML, 2007)

Sensor Observation
Service (SOS)

One of the OGC standards. Specifies a service interface and data
encoding methods for sensor data access. See (SOS, 2012

Sensor Planning
Service (SPS)

One of the OGC standards. Specifies service interface and data
encodings to control sensors, where sensor is a very wide concept
ranging from simple things like a thermometer to earth observation
satellites and also, including simulation models. See (SPS, 2011).

Sensor Web
Enablement (SWE)

A suite of standards developed by Open Geospatial Consortium (OGC)
describing basic data and service models used in other OGC standards.
See (SWEdata, 2011) and (SWEservice, 2011)

Service Oriented
Architecture (SOA)

A style of software architecture for designing and developing software in
the form of interoperable services. See
https://en.wikipedia.org/wiki/Service-oriented_architecture

SOAP (Simple Object
Access Protocol)

A protocol specification for exchanging structured information in the
implementation of Web Services in computer networks. See
https://en.wikipedia.org/wiki/SOAP

Software as a Service
(Saas)

An external provider offers IT infrastructure and software ready to use.

Standard Unified
Modelling, Mapping &
Integration Toolkit
(SUMMIT)

A modelling & simulation software environment that enables to
seamlessly access integrated suites of modelling tools & data sources.
See https://dhs-summit.us

Test and Training
Enabling Architecture
(TENA)

Architecture designed to promote integrated testing and simulation-based
acquisition. See https://www.tena-sda.org

The Open Group
Architecture
Framework
(TOGAF®)

A framework for enterprise architectures which provides a comprehensive
approach for designing, planning, implementing, and governing an
enterprise information architecture. See
https://en.wikipedia.org/wiki TOGAF

Unified Modelling
Language (UML)

A standardized general-purpose modelling language. Defines different
diagram types and a data exchange format. Many tools are available;
some even allow generation of e.g. program code from the diagrams. See
(UML, 2013)

Web Coverage
Service (WCS)

One of the OGC standards. Can be compared to WMS, but delivers
actual data instead of pictures of the data. So in contrast to WMS the data
can be used for further processing. See (WCS, 2010).

Web Distributed
Authoring and
Versioning (WebDAV)

Web Distributed Authoring and Versioning (WebDAV) is an extension of
the Hypertext Transfer Protocol (HTTP) that facilitates collaboration
between users in editing and managing documents and files stored on
World Wide Web servers.

See https://en.wikipedia.org/wikiWebDAV

WebKit

WebKit is an open source web browser engine. See
http://www.webkit.org/

Web Map Service
(WMS)

One of the OGC standards. Defines request parameters and output
formats for the delivery of Maps as pictures. See (WMS, 2006).

Web Processing
Service (WPS)

One of the OGC standards. Used to control processes, e.g. simulation
model runs. Defines rules for parameters, input and output data requests.
See (WPS, 2007)
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Term Definition
Wirecloud Wirecloud is a web mashup platform to integrate heterogeneous data,
application logic, and Ul components (widgets/gadgets) sourced from the

Web. See http://conwet.fi.upm.es/wirecloud/
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Executive Summary

The document at hand is a revision of the initial version of the architecture specification of
the CRISMA Framework (D32.1, 2013) and the addresses updates and aspects not
considered in V1. This document is a deliverable of Sub-Project 3 (Integrated Crisis
Modelling System) corresponding to WP32 (Crisis Modelling System Architecture),
reporting on the results of the work performed in the context of the tasks Task 3.2.2 “ICMS
Functional Architecture Update” (m20-m23) and Task 3.2.4 “ICMS Implementation
Architecture Update” (m21-m24).

The main objective of this document is to provide an exhaustive specification of the
architecture of the CRISMA Framework. Thereby it outlines the implementation
independent Functional Architecture, describing the general aspects of the CRISMA
Framework as well as the Implementation Architecture, specifying a software framework
which constitutes a concrete realisation of the Functional Architecture.

In particular, the architecture specification includes the definition of the architectural
concepts in relation to project objectives and user requirements as well as the specification
of Functional Building Blocks of the CRISMA Framework. In addition, the document
discusses the relevant standards used for implementation of the framework, introduces the
concepts of the Implementation Architecture and presents a template for defining the pilot-
specific Application Architectures as well as a specification of an information model
supporting interoperability and integration aspects and a set of rules and guidelines for the
implementation of Building Blocks.

The first architecture specification (D32.1, 2013) took into account the explicit user
requirements expressed in D23.1 (2013), research issues and technical requirements
identified in D31.1 (2012) as well as the requirements inherent to CRISMA goals, and
expressed in the DoW (2013) and D11.1 (2012). The resulting Functional Architecture has
set the stage for the first round of technical developments at the level of SP3 (D34.1,
D35.1), as well as at the level of SP4 (primarily the D42.1, D43.1 and D44.1) and SP5
(D51.x). Prioritization, elaboration of the Building Block specifications and implementation
thereof continued in the scope of D34.1. Soundness of the proposed architectural
concepts has been re-evaluated in the scope of D31.2, taking into account the feedback
from external experts expressed in D23.2, as well as the findings of D41.2 on interface
specification, and the pilot specifications.

The second version of the architecture specification has been largely influenced by the
work performed in WP34 “Implementation” and the early validation of the framework
performed in SP5.The focus of the second of version of CRISMA Framework Architecture
has been laid on the specification of the Implementation Architecture which has been
carried out jointly in T3.2.3 and T3.4.1.

The main achievements of this document are: (1) the clarification of the main architectural
concepts answering the various CRISMA requirements (chapter 3); (2) the definition of the
Functional Architecture and Building Blocks realising these concepts (chapter 4); and (3)
the specification of the Implementation Architecture as basis for the implementation of the
CRISMA Framework and the development of individual CRISMA Applications of the pilots
(chapter 5) in cooperation with teams working on SP3, SP4 and SP5.
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1. Introduction

1.1. Purpose of this document

The goal of this document is to specify the CRISMA Framework Architecture both on
functional and implementation level. In particular, this includes the definition of the
architectural concepts, Functional Building Blocks and their interactions. In addition, the
document also discusses the relevant standards and introduces the concepts of the
Implementation Architecture which deals with the implementation of Building Blocks as
Software Components and the development of individual CRISMA Applications with help
of the CRISMA Framework.

CRISMA developments are positioned in a conflicting field linking the expectations and
state of the art software systems used by crisis management practitioners and regional
planners on the one side, technological requirements and inherent limitations of the
Simulation Models on the other, and environmental and geospatial ICT dictating the
standardized access services and information models for large portion of the data used in
crisis management. In this setup, building an architecture from scratch, without taking into
account existing infrastructure, legacy systems, services, data and standards is not
feasible.

Four major challenges in developing the CRISMA Functional Architecture are thus posed
by: (1) the need to leverage the legacy and often conflicting ICT systems outside of
CRISMA control; (2) to define a coherent set of functions answering implicit and explicit
requirements of our (potential) users and existing infrastructure; (3) to maximize the re-use
of legacy software within CRISMA while identifying the gaps; and (4) to maximize the
usability of the CRISMA result in stand-alone setups as well as in setups where CRISMA
components are used as add-ons to existing software.

1.2. Intended audience

The target readers of this document are the CRISMA developers in SP3 and SP4, the
technical partners in charge of the software integration in WP5.x (Pilots) as well as
individuals interested in the CRISMA project.

1.3. Structure of the document

The structure of the document and the relationships between the different chapters and
annexes is as follows:

Chapter 1 (this chapter) introduces the document.

Chapter 2 defines the “mission” of the CRISMA Framework Architecture including
its purpose and scope in terms of architectural goals, properties and constraints
which have been derived from the project objectives and pilot expectations
documented in (DoW, 2013) and (D11.1, 2012), the research issues and technical
requirements identified in (D31.1, 2012) and (D31.2, 2013), and the detailed user
requirements expressed in (D23.1, 2013).

Chapter 3 elaborates the architectural concepts describing various aspects of the
CRISMA architecture resulting from the mission defined in chapter 2.
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Chapter 4 introduces the functional Building Blocks and gives an overview about
standards relevant for CRISMA interoperability.

Chapter 5 provides a mapping of the functional Building Blocks defined in chapter 4
to Software Components, specifies a unified information model for CRISMA,
introduces a template for the specification of Application Architectures and defines
rules and guidelines for the development of Building Blocks and CRISMA
Applications.

Chapter 6 provides the conclusions and outlook on follow-up activities.
Chapter 7 lists the references to literature used in preparation of this deliverable.

Annex documents provide a formal specification of the core information model of
the CRISMA Framework and the complete Application Architecture Template.

1.4. Changes to this document

The major achievements and results of the second version of the CRISMA Framework
Architecture in relation to the chapters and sections of this document that have been
updated and introduced are listed in the following table:

Table 1: Improvements to the CRISMA Framework Architecture V2.

Updates and improvements Sections affected
Description of relation to other deliverables and SP2, SP4 and SP4|1.5, 1.6
updated.

Mission of the CRISMA Framework Architecture updated with the latest |2, 2.2
findings of the 2™ technical requirements specification document (D32.2,
2013), especially regarding non-functional requirements.

General small updates and improvements to all sections of this chapter. | 3
Sections with major updates are listed in the following.

Extension of the Conceptual Business Logic and the associated |3.1
terminology, refinement of concepts of Crisis Management Simulation
Scenario Analysis, consideration of recent SP2 and SP4 work related to
Indicators, Criteria, Cascade Events and Time-Dependent Vulnerability,
introduction of the concept of Transition Points and numerous other
improvements.

Update according to the latest improvements to the Integrated Crisis | 3.5
Management Middleware in WP34.

Update according to the latest improvements to the Core Control and | 3.6
Communication Information Model in WP34 and WP32.

Terminology updated according to the extensions introduced in D34.1|3.7
(D34.1, 2013).

Complete refinement of the GUI Integration Approach under special | 3.12
consideration of aspects regarding integration and compatibility with legacy
systems.

Improvement of the Data Integration Approach regarding the integration of | 3.13
legacy data sources which are not compatible to (OGC) standards.

Improvement and extension of the Simulation Model Integration Approach | 3.14
and description of the support for Cascade Events.
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Updates and improvements Sections affected

New section to highlight the aspects of compatibility and integration with | 3.15
legacy systems including a summary of the integration concepts pursued
by the architecture.

New section to highlight the aspects of transferability of the CRISMA |3.16
Framework and its Building Bocks as envisioned by the architectural
concepts described in this document.

Alignment of the Training Concepts to the updated Conceptual Business | 3.17
Logic.
Refinement and update of the Resource Management Concepts to reflect | 3.18

the latest improvements to the Resource Management related Building
Blocks and the integration effort of WP35.

Alignment to improved SP4 concepts of Cascade Events and Time-|3.19
Dependent Vulnerability (Transition Matrix).

Description of the Access Control Concept and its relation to Building | 3.20
Blocks updated.

Introduced administration as a general system concept. 3.21

Update of all Building Block descriptions according to the latest changes | 4.1, 4.1.1, 4.1.2 and
and improvements made in WP32, WP34 and W35, respectively, and | 4.1.3
provided references to the CRISMA Catalogue.

List of interoperability standards and their intended usage within the | 4.4
CRISMA Framework updated.

Specification of the Implementation Architecture of the CRISMA Framework | 5
completed.

Description of all Software Components that have been selected, adapted | 5.1
or developed in WP34 for the realisation of CRISMA Framework Building
Blocks.

New specification of the Core Control Information Model of the CRISMA | 5.2
Framework Architecture.

New specification of the Application Architecture Template as basis for the | 5.3
development of individual CRISMA Applications.

Introduction of Rules and Guidelines for the development of Building Blocks | 5.4
and CRISMA Applications.

New appendices for the complete technical specification of the Application | APPENDIX (A) and
Architecture Template and the Core CCIM. APPENDIX (B)

1.5. Relation to other deliverables

This section explains the relationship of the CRISMA Framework Architecture represented
by the Architecture specification document at hand and the deliverable D32.2,
respectively, to other deliverables of the CRISMA Project. Since this document is largely
based on the first version of the Architecture specification (D32.1, 2012), the relations of
the former D32.1 deliverable are included in the next section.

1.5.1. Relations of the architecture specification V1

As shown in the Figure 1, the first Architecture specification (D32.1, 2013) took into
account the explicit user requirements expressed in D23.1 “(User) Requirements and Use
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Cases” (D23.1, 2013), research issues and technical requirements identified in D31.1
“Technology, Concepts & Technical Requirements Report V1“(D31.1, 2012) as well as the
requirements inherent to CRISMA goals, and expressed in the Dow (DoW, 2013) and
D11.1 “Consolidation Report” (D11.1, 2012).

DoW D11.1 D23.1 D31.1
Description of Consolidation Requirements Technology,
Work Report and Use Cases Concepts

&Technical
Requirements

I I N
Project Pilot User Technical
Objectives Expectations Requirements Requirements
4 )
Architectural D32.1
Objectives IcMS
. Architecture
Pro pe rties Document V1
Constraints
- /0 S—

Figure 1: Sources of architectural objectives, properties and constraints.

The examination of aforementioned results of various CRISMA work packages resulted in
a clear and precise definition of the mission (chapter 2) of the CRISMA Framework
Architecture. The definition of the mission enabled the architecture team of WP32 to
develop and formulate the core concepts of the CRISMA Framework Architecture (chapter
3) and thus to establish a sound basis for their realisation (chapter 4). Mission, Concepts
and Realisation together form the Functional Architecture (Figure 1), the major outcome of
the CRISMA deliverable D32.1 “ICMS Functional Architecture Document V1”.
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Figure 2: Functional Architecture of the CRISMA Framework.

As illustrated in Figure 3, the Functional Architecture set the stage for the first round of
technical developments at the level of SP3 (D34.1 “ICMS Building Blocks V1", D35.1
“ICMS Framework V1”), as well as at the level of SP4 (mainly D41.2, D42.1, D43.1 and

D44.1).

Specification Implementation + Reports

D34.2
> Models Buliding
and Tools Blocks V2
V2
—
D32.2 T D35.2
IcMs o _CRISMA R IcMs
Architecture i : Building Blocks /\// \/\ Framework
Document / V2 Y V2
2 3y é
L { / \ I
S cRisMA
Framework
! V2 / D5x.1
S > ¢ Pilot
- { \ Demonstrator
wf
/\ /\ SN
—
T

Figure 3: Deliverables and work packages dependent on the outcome of D32.1.

The prioritization and elaboration of the Building Block specifications and their
implementation continued in the scope of D34.1 “ICMS Building Blocks V1”.
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The soundness of the proposed architectural concepts established has be re-evaluated in
the scope of D31.2 “Technology, Concepts &Technical Requirements Report V2”7, taking
into account the feedback from external experts expressed in D23.2 “External
recommendations to the CRISMA Use Cases”, as well as the findings of D41.2 "(Model)
Interface specification” and the pilot specifications (D51.2 “Pilot User Guide” and D51.1
"Site Status"). The workflow evaluating the first iteration of the CRISMA Framework
Architecture is illustrated in Figure 4 below.

28.2.2014 | 6

Evaluation

D23.2

External
recommen-
dations to the
CRISMA Use Requirements
Cases ReportV2

D32.1

ICMS
Functional
Architecture
Document V1

D41.2 D32.2
(Model) ICMS

Interface Architecture
Specification Document V2

D31.2

Technology,
Concepts
&Technical

Figure 4: Evaluation of the CRISMA Framework Architecture.

As shown in Figure 5, D51.2 referenced concepts established during the preparation of
D32.1. In particular, the concept of an Application Architecture was considered in this first
deliverable of SP5.

D32.1 D32.2
- S5 ICMS 31 ICMS
Architecture Architecture
DocumentV1 DocumentV2
Y y
D51.2 D51.1
------ ‘> Pilot User 3 Site Status
Guide
---------- —e " ] P>
M14 M15 M20 M24

Figure 5: Relation of SP3 and SP5 deliverables.

D51.2 has given a user-oriented overview of major functionalities and datasets which are
used in the five pilots. These pilot descriptions together with the template for the
specification of Application Architectures (section 5.3) serve as basis for the development
of pilot-specific CRISMA Applications with help of the CRISMA Framework provided by
SP3 and SP4.
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1.5.2. Relations of the architecture specification V2

The second version of the Architecture specification has been largely influenced by the
work performed in implementation workpackes WP34 “Implementation” and the early
validation of the framework performed in SP5 “CRISMA Pilots”. Figure 6 gives an overview
on CRISMA deliverables that provided major input to D32.2 “ICMS Architecture Document
V2"

D311 D32.1 D23.1 D31.2 D32.1 D211

Technology, ICMS Requirements Technology, ICMS Technology
Concepts Architecture and Use Cases Concepts Architecture Inventory

&Technical Document &Technical Document
Requirements Requirements

Software Components

1 1
| 1
1 1
l User l Implementation : :
Requirements v v
Update
D31.2 D23.2 D34.1 D51.1 D44.1

ICMS
Building
BlocksV1

External
Recommen-
dations

Technology,
Concepts
&Technical
Requirements

Site Status Model for

decision-
making
Assessment

Requirements

Consolidation i
|mp|emhgntat|0n Building Blocks Update Concepts
Architecture Update
: Building Blocks and
| D32.2

1
]

; D25.1
| Updated . ICMs

! Requi . Architecture
Scenarios, i Document
Criteria | V2

Concepts Update

I.

—

Figure 6: Linking the first and the second SP3 development cycle.

The second technical requirements specification (D31.2, 2013) and valuable
recommendations by external experts (D23.2, 2013) provided consolidated functional,
non-functional and technological requirements that led, among others, to a major
improvement of Functional Building Blocks (chapter 4), an exhaustive definition of
technical rules and guidelines (section 5.4) as well as a refinement and more detailed
definition of the overall mission of the CRISMA Framework (chapter 2).

As already mentioned, the focus of the second architecture specification has been laid on
the Implementation Architecture (Figure 7). The design of the Implementation Architecture
was carried out jointly in T3.2.3 “ICMS Implementation Architecture V2” and T3.4.1 “ICMS
Building Block Implementation V1. Thus, the Software Components (section 5.1) reported
in this deliverable are based on the results of D34.1 “ICMS Building Blocks V1" (D34.1,
2013).

Further input for updating Building Blocks and Software Components was contributed by
the report on pilot site status (D51.1, 2013) which provided an exhaustive description of
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the usage of Building Block by CRISMA Applications that are being developed for the
different Pilots.

Figure 7: Implementation Architecture of the CRISMA Framework.

Update and refinement of architectural concepts (chapter 3) took also results from SP2
and SP4 into account. Particularly mentionable is D44.1 “Model for decision-making
assessment, Economic Impacts and consequences, and simulation” (D44.1, 2013) and the
related deliverables addressing Cascade Events D42.1 “Cascade Effects on Crisis-
Dependent Space-Time Scales* (D42.1, 2013) and Time-Dependent Vulnerability D43.1
“Time-Dependent Vulnerability for Systems at Risk” (D43.1, 2013).

D25.1 “Updated technology inventory, requirements, scenarios, criteria and key
performance indicators” (D25.1, 2014) which was produced in parallel to D32.2 benefitted
from the newly specified Implementation Architecture and the respective Pilot Application
Architectures produced in SP5, thereby performing a considerable update of reference
scenarios which are of major importance for integration of the CRISMA Framework in
D35.1 “ICMS Framework V1" (D35.1, 2014).

Consequently, D32.2 established the link between SP2 “Scenarios, Requirements and
Criteria for Crisis Management Modelling”, SP3 “Integrated Crisis Modelling System” and
SP4 “Models for Multi-Sectoral Consequences” and thus laid the foundations for the
development of a software framework to build custom Crisis Management Simulation
Applications (CRISMA Applications) in SP5 “Experimentation and Testing”.

A major step towards the CRISMA Software Framework has been taken by Task 3.5.1
“Framework & Model Integration V1. As shown in Figure 10, the implementation of the
CRISMA Framework will be continued in Task 3.4.2 “ICMS Building Block Implementation
V2" and Task 3.5.2 “Framework & Model Integration V2" which rely on the results of this
deliverable.
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Figure 8: From Architecture to Software.

1.6. Relation to SP4 and SP5

While the previous section provided a description of relationships on the level of distinct
deliverables and tasks, the goal of this section is to give a more general picture on the
relation of SP3 to SP4 and SP5 under consideration of central concepts of the of CRISMA
Framework Architecture. This general relationship of the work performed in SP3 to the
results and objectives of SP4 “Models for Multi-Sectoral Consequences” and SP5
“Experimentation and Testing” is depicted in Figure 5 and Figure 9 below.

) O
Infrastructure <:><:> QO Integration
Building Blocks ot ~\ Building Blocks

< < DI »
— |
=

SP3 SP4
User Interaction / Simulation
Building Blocks /" Models

Figure 9: SP3 and SP4 Contributions to the CRISMA Framework.
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As shown in Figure 5 SP3 provides three types of Building Blocks that cover the
infrastructure, integration and user interaction aspects of the CRISMA Framework. Crisis
management specific aspects are contributed by SP4 in form of Simulation Models (Time-
Dependent Vulnerability, Cascade Effects, Economic Impact and Decision Support). While
SP4 delivers Simulation Models as services in accordance to the Simulation Model
Integration (MI) and Data Integration (DI) concepts and Building Blocks of the CRISMA
Framework Architecture it does not provide new graphical user interfaces (GUI) for model
configuration or model results visualization. Providing user interfaces for the Simulation
Models of SP4 which can be seamlessly integrated into a CRISMA Application is therefore
the job of SP3 which develops the respective User Interaction Building Blocks.

In SP5, Building Blocks of SP3 and Simulation Models of SP4 are assembled together with
pilot specific Simulation Models and Software Components to build distinct CRISMA
Applications (Figure 9) — one for each pilot.

SP3
User Interaction
BB

__/

SP3
Integration
BB

SP5
Software
Component

SP3
( Infrastructure )
BB /
SP4 ©oss
Simulation Simulation
Model Model
............................ SP4
Simulation
Model

Figure 10: Assembling Software Components of SP3, SP4 and SP5.

1.7. Architectural approach

In the context of the CRISMA project a sound architectural approach for the design and
implementation of the CRISMA Framework has been developed. An architectural
approach defines a methodology and process of how an architecture is designed. Rather
than designing and specifying the architecture itself it describes the architectural
objectives, the applied concepts, their realisation and also to a certain extent their
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implementation. The approach presented in this document is based on long-term
experience in architecture design, procedures and concepts established in architectures of
comparable systems. Thereby, several important aspects have been considered and a
thorough assessment of the available options and their implications has been performed.

1.7.1. Preliminary considerations

In detail, the following initial steps towards the definition of a suitable architectural
approach for the CRISMA Framework Architecture have been undertaken:

1. Recapitulation of different architectural reference models and frameworks,
standards, architectures and projects which seem relevant for the CRISMA
Framework Architecture.

2. Considerations of crucial issues that have a severe impact on the architectural
process and the resulting CRISMA Framework.

3. Discussion and decision on fundamental design decisions on basis of the
previously discussed considerations and the definition and selection of an
overall architectural approach.

4. Selection and/or definition of formal procedures, rules and guidelines for the
specification and description of components, information models.

At first, a considerable number of projects, architectures and simulation-specific standards
that provide interesting architectural concepts which have strong relevance for the
CRISMA Framework Architecture and the CRISMA project in general have been
assessed. Among the most relevant projects, architectures and standards partially
recommended in D21.1 “Technology Inventory for Crisis Management Tools & Models*®
(D21.1, 2012) and D31.1 “Technology, Concepts &Technical Requirements Report V1°
(D31.1, 2012) were:

 IEEE HLA - High Level Architecture (IEEE, 2010) and HLA Evolved (IEEE,
2011)

f Open-MI - Open Modelling Interface Standard (Moore, 2010)

f TENA - Test and Training Enabling Architecture (Powell, 2012)

 DIESIS - Design of an Interoperable European Federated Simulation network for

critical InfraStructures (Beyer, 2010)

 IMMS/SUMMIT - Integrated Modelling, Mapping, and Simulation / Standard

Unified Modelling and Mapping Integration Toolkit (Plantenga, 2010)

RiskScape - Framework for multi-risk modelling (Schmidt, 2011)

OGC SWE - Open Geospatial Consortium Sensor Web Enablement

OMS - Object Modelling System (David, 2010)

RM-ODP - Reference Model of Open Distributed Processing (ISO/IEC (1998))

RM-OA - Reference Model for the ORCHESTRA Architecture (RM-OA, 2007)

SANY-SA - Specification of the Sensor Service Architecture V3 (SANY-SA,

2009)

TOGAF - The Open Group Architecture Framework (TOGAF, 2011)

OASIS SOA-RM — Service Oriented Architecture Reference Model (SOA-RM,

2006)

= —a —_a _—_a _a 92

= —a

Second, based on the assessment of the aforementioned projects, the following important
topics and questions to be answered before designing the architecture have been
identified:
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1. Architectural Goals
What are the principal goals and objectives of the CRISMA Framework
Architecture and the CRISMA Framework? What are the most important ones?

2. Architectural Properties
What are the Architectural (non-functional) Requirements of the CRISMA
Framework Functional Architecture? How, at which layer or Building Block are
they considered and realised?

3. Architectural Reference Models and Frameworks
Do we have to follow an Architectural Reference Model or Framework when
specifying CRISMA Framework Architecture? To which degree and level of
detail shall the CRISMA Framework Architecture follow the selected Reference
Model(s) and Frameworks(s)?

4. Architectural Style
What is the general architectural style of the CRISMA Framework Architecture?

5. Overall System Design
What is the overall System Design? Will there be one central Simulation /
Management / Training / etc. GUI that covers all aspects of CRISMA?

6. Supported Crisis Management Phases
What are the Crisis Management Phases directly supported by the CRISMA
Framework Architecture (by the overall architectural design and/or supporting
services and tools)?

7. Distribution Scope and Communication Network
What is the scope of distribution of the CRISMA Framework Architecture and
what are the communication networks to be supported? Is there a difference at
different layers (tiers) of the architecture?

8. Communication Models
What communication model shall be supported by the CRISMA Framework
Architecture at which level?

9. Communication Infrastructure
What is the general communication infrastructure of the CRISMA Framework
Architecture, are there different infrastructures at different layers of the
architecture?

10.(Model) Runtime Infrastructure
What type of Runtime Infrastructure (RTI) shall be provided by the CRISMA
Framework Architecture? Do we support the dynamic composition of workflows?

11.Levels of Interoperability
What levels of interoperability should be supported by the CRISMA Framework
Architecture? How and at which layer or Building Blocks is a certain level
supported? What is the level of interoperability between different CRISMA
Federations (Applications)?

12.Information Model Approach
What is the information model approach to be pursued in the CRISMA
Framework Architecture? Will there be a global information model and/or a
meta-model that defines modelling rules and commonalities?

13.Overall GUI Approach
What is the overall GUI development approach of the CRISMA Framework
Architecture?

14.0Overall Integration Approach
What is the primary overall integration approach (Data Integration, Application
Integration and/or GUI Integration) of the CRISMA Framework Architecture?

http://www.crismaproject.eu
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15.Simulation Model Integration Approach
What is the Simulation Model Integration approach that should be followed by
the CRISMA Framework Architecture? How and at what layer or Building Blocks
is a specific level supported?

16.Data Integration Approach
Does the CRISMA Framework Architecture support the integration of
heterogeneous data sources and if so how? What are the Building Blocks and
Tools that support the integration of data sources?

17.Application Integration Approach
What is the CRISMA Framework Architecture’s approach towards the integration
of legacy applications?

18.GUI Integration Approach
What is the general strategy for GUI integration of the CRISMA Framework
Architecture? Does the CRISMA Framework Architecture also support the
integration of autonomous legacy GUIs and if so how? What are the Building
Blocks and Tools that support the integration of GUIs?

The topics and the different approaches concepts and options to choose from have been
thoroughly elaborated, analysed and compared. Finally, architectural design decisions
have been taken collaboratively. The complete set of design decision along with a
rationale referring to project objectives is given in Appendix A of the initial Architecture
specification (D32.1, 2013) and the document on the updated technology inventory,
requirements, scenarios, criteria and key performance indicators (D25.1, 2014),
respectively.

The larger part of the above topics is further considered in conceptual description of the
CRISMA Framework Architecture (chapter 3). The first four topics Architectural Goals,
Architectural Properties (non-functional requirements), Architectural Reference Models
and Frameworks and Architectural Style mainly define the architectural design approach
as such and the overall mission of the CRISMA Framework Architecture (Chapter 2).

1.7.2. Approach and methodology

The architectural design approach and the chosen methodology take several concepts
from the previously assessed projects, architectures and simulation-specific standards into
account while they do not directly adopt a certain architecture or reference model.
Although the CRISMA Framework Architecture can be considered a reference architecture
as explained in more detail in section 3.2 it does not strictly follow a specific architectural
reference model like RM-ODP, RM-OA, SOA-RM or TOGAF. Specifying architectures in
such a formal and strict manner may lead to a clear and structured design. However, the
considerable effort needed to produce formal specifications and follow extensive meta-
models and rules does not per see guarantee interoperability between Integrated Systems.
Nevertheless, we adopt certain common concepts that are helpful for a structured
architectural design process. Those concepts are:

" We apply the four-layered MCRI scheme introduced in the DIESES project
(Rome, 2009) to structure the specification of the CRISMA Framework
Architecture.

f We identify and describe the overall goals of the architecture and its main
properties and constraints in chapter 2.

' We develop and explain the key concepts of the architecture in chapter 3 in
relation to its goals.
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. We separate the architecture into an implementation dependent (Implementation
Architecture and Application Architectures) and an implementation independent
(Functional Architecture) part as in chapters 4 and 5 in relation to concepts
introduced in the Reference Model for the ORCHESTRA Architecture (RM-OA,
2007).

. We specify the architecture as a framework that provides the tools, Building
Blocks and guidelines to create a concrete Application Architecture.

' We provide templates for
I the abstract description of functional Building Blocks,
 the selection of software candidates for the realisation of functional Building

Blocks, and
 the (draft) specification of Application Architectures

' We adopt the concept of Service Platform from SOA-RM (SOA-RM, 2006) that
specifies basic properties of a SOA like message format, schema language, etc.
and apply it to the specification of the Implementation Architecture.

' We identify Functional Building Blocks and apply a stepwise hierarchical and
functional decomposition into a set of components (e.g. tools, services) with
their interfaces and interaction patterns.

 We identify software candidates for the implementation of the Functional
Building Blocks and provide a mapping to the Functional Building Blocks.

. We select and define methodologies and rules for data, model and application
integration and select, define or specify the respective tools and standards.

The Architecture specification is structured along four main viewpoints according to the
MCRI pyramid (see Figure 11) which stands for mission, concepts, realisation and
implementation. The mission viewpoint (chapter 2) defines the primary goals of the
CRISMA Framework and documents how the architectural goals, properties and
constraints have been derived from project objectives and user requirements. The
concepts viewpoint (chapter 3) defines the key concepts that are applied to realise the
goals. They encompass general architectural concepts like reference architecture, Building
Blocks, Federations, several integration concepts and user oriented concepts for resource
management, training and so on. The realisation viewpoint (chapter 4) addresses the
realisation of the concepts by a set of functional Building Blocks and their interaction
patterns. Functional Building Blocks provide an abstract description of the general
functionalities to be provided by the CRISMA Framework. A further decomposition of
functional Building Blocks into concrete Software Components is performed in the
implementation part (chapter 5) of the architecture.

http://www.crismaproject.eu



Mission: What are the primary goals of
the CRISMA Framework?

Concepts: What are the key concepts
applied in the CRISMA Framework to
realise the goals?

Realisation: What are the methods and
functional Building Blocks of the
CRISMA Framework to realise the
concepts?

Implementation: What are the
Software Components to realise
the Building Blocks and to
implement a CRISMA Application?

Figure 11: MCRI pyramid.

1.7.3. Functional and implementation architecture

As explained in more detail in sections 2.2 and 3.2 the overall architecture of the CRISMA
Framework consists of an implementation independent part which we call Functional
Architecture complemented by an Implementation Architecture. Using the words of the
MRCI pyramid (Figure 11) the Functional Architecture covers the mission, concepts and
realisation viewpoints while the Implementation Architecture addresses the implementation
viewpoint. Implementation independence in the context of the Functional Architecture does
not mean that the Architecture specification will be independent of technologies and
standards. In contrary, the selection of appropriate technologies and standards is integral
part of the concepts and realisation viewpoints. Moreover, the realisation viewpoint
describes on abstract level how and by what Functional Building Block the expected
functionality of the overall CRISMA System is realised rather than how and by which
specific Software Component as this is the purpose of the Implementation Architecture
which can be considered a realisation of the Functional Architecture.

http://www.crismaproject.eu
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As shown in Figure 12 the first version of the Architecture specification (D32.1, 2013)
focused on the Functional Architecture, whereby some general
Implementation Architecture were already addressed. The complete picture is given in the
current version of the Architecture specification by augmenting it with the complete
Implementation Architecture (chapter 5). Thereby, it is important to highlight that the
Implementation Architecture is a domain independent transferable specification which is
the basis for the implementation of the CRISMA Framework (WP34 “ICMS Framework

Figure 12: CRISMA Framework Architecture.

I

Building Block Implementation” and WP35 “ICMS Framework Integration”)

An additional architectural concept that is shown in Figure 12 is the concept of the
Application Architecture. An Application Architecture is a specialisation of the common
Implementation Architecture and describes the architecture of a concrete CRISMA
Application (e.g. a pilot application), thus adding domain and location context. Among
others, it specifies the extensions of the core information models, what Software
Components are used in the context of the application, what models, data and systems
need to be integrated, which types of World State Transitions are performed by the
application and so on. Anticipating the concept of Federations introduced in section 3.3 we
can already state that an Application Architecture is the architecture of a CRISMA

Federation.
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2. Mission

This chapter defines the general mission of the CRISMA Framework Architecture including
its purpose and scope. As shown in Figure 1, this mission is expressed in terms of
architectural goals, properties and constraints which have been derived from the project
objectives and pilot expectations, research issues and technical- and user requirements.
Thereby, this chapter addresses primarily common architectural concerns rather than
concrete system functionalities. Detailed functionalities of the CRISMA Framework are
described by means of Functional Building Blocks that are specified in chapter 4 —
Realisation.

2.1. Preliminary considerations

At first, we give a brief overview on numerous objectives and requirements collected from
different sources before we assess the consequences for the architectural design process
described in section 1.7 and provide an exhaustive description of the overall mission of the
architecture.

According to the DoW (DoW, 2013) and D63.1 "Report on market analysis" (D63.1, 2013)
the primary objectives of the Integrated Crisis Management System (ICMS) to be
developed by the CRISMA project are:

 To model possible multi-sectoral crisis scenarios and assess the
consequences of an incident,

f to simulate possible impacts resulting from alternative actions,

f to support strategic decisions on capabilities, related investments, reserves
and inventories,

 to optimize the deployment of resources dedicated to crisis response in-line
with the evolvement of a crisis, and

f to improve action plans for the preparedness and response phases of the
crisis management

Although these objectives already provide a comprehensive overview on the mission of the
ICMS and the CRISMA project a as whole, they don’t define the general architectural
design of the perceived system. Nevertheless, they serve as a good starting point towards
the identification of more detailed system functionalities which was performed during the
three workshops in the first four months of the CRISMA project. The results of those
workshops are documented in D11.1 “Consolidation Report” (D11.1, 2012). The most
valuable outcome of this report regarding the architectural design process are the pilots’
general targets and expected outputs related to CRISMA objectives as well as several
critical challenges that can be considered an initial set of non-functional requirements for
the architecture.

While the majority of those pilot expectations refer to system functionalities and thus are
considered user requirements which have been further developed as goal models,
behavioural scenarios and use cases in D23.1 “(User) Requirements and Use Cases*
(D23.1, 2013) the expectations relevant for the architecture in general are:

' The CRISMA System should also support field training, with real deployment of
people and resources and thus provide "mixed reality” applications allowing
"real” and ”virtual” field workers to seamlessly interact (life, virtual and
constructive).
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f The CRISMA System should be adaptable to the requirements of different
categories of end users, with different operating modules related to Crisis
Management activities (e.g. planning, training, capacity and resource allocation,
real time operational management, cost benefit analyses, etc.).

 The CRISMA System needs both an unsecured feature that is accessible
through the web, and a secured component.

 The CRISMA System needs to be able to combine data generated by
different risk assessment models, such as an earthquake causing a chemical
leak with toxic plume dispersion and fire.

' The CRISMA System should function as a standalone as well as distributed
system.

f The CRISMA System should support the transfer of scenarios, assumptions
and experiences from one region to another using an abstraction level
named Reference Scenarios.

' The CRISMA System might also support real time communication with field
workers (emergency capacities).

f The CRISMA System should support the co-existence of generic models with
high uncertainties and models which are fine-tuned to a specific spatiotemporal
area.

From those expectations we can already derive some architectural goals like the objective
to provide a middleware for real-time information exchange and key architectural
properties like extensibility, flexibility and interoperability.

Even though not yet focused on the provision of a Framework for building Crisis
Management Simulation systems, D11.1 “Consolidation Report” (D11.1, 2012) gives a
brief outlook on the architecture and its primary objectives. Together with the general
project objectives of the DowW (DoW, 2013) and the objectives of several other crisis
management projects and systems assessed in D21.1 “Technology Inventory for Crisis
Management Tools & Models* (D21.1, 2012) those initial architectural objectives were
further detailed in D31.1 “Technology, Concepts & Technical Requirements Report V1*
(D31.1, 2012) and can be summarised as follows:

Technically, the architecture should be flexible enough to:

f Support interaction with existing decision support and crisis management
systems,

f allow for de-centralised development and management, and easy integration
of new features,

f assure timely information flow to decision makers and relief forces,

f allow for dynamic exchange of services providing the real time data (e.g.
from sensors used in real crisis situations) with services providing
faked/modelled data (used in planning and for the training purpose),

f provide data models and services required for crisis management applications
that are capable of integrating the existing legacy systems (data, models)
used in crisis management today,

 be compatible with on-going developments in the field of environmental
monitoring and environmental information management (e.g. SISE, INSPIRE,
GMES),

f assure controlled and secure access to all data and services (authentication,
authorisation, data consistency),
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f provide a service infrastructure as a basis for the harmonized, standardized
and user friendly integration of new and existing Simulation Models,

f support the integration of sensors as well as data sources of various types,

{ take into account electricity and communication infrastructure failures at the
level of the architecture (in case someone wants to adapt the CRISMA
Framework for crisis management and mitigation ). However, we can safely
assume that these issues do not occur in the planning and training phases
(reliability requirement),

f support views depending on the organization and the user's operative role
(user management requirement),

I support the communication with existing IT tools for crisis management to
address decision making alternatives, perform what-if scenarios, update
system information with real time data, derive quantitative and qualitative
data from existing models and introduce new features to existing simulation
tools if required,

I consider mechanisms for near-real-time exchange of the information about field
workers and other features of interest in the real world, as well as those in the
virtual world (mixing life, virtual and constructive elements),

 exhibit the right level of genericity to be able to support the very different pilot
applications as well as applications beyond in the crisis management context.

C

In addition to those objectives which help us to formulate the primary architectural goals
we consider also some of the research issues and common problems defining and
implementing simulation systems identified in D31.1 “Technology, Concepts &Technical
Requirements Report V1“ (D31.1, 2012):

 Composability and interoperability of crisis management models and
simulations coupled for some particular use

Reliability of communication infrastructure

Adaptability and scalability of environmental models
Granularity of models

Scalability of the ICMS system

Problems with hybrid models

Location intelligence of tools and models

Uncertainty issues

Concerns about integrating GIS

Evolution of crisis scenarios

Conceptual modelling and crisis management technologies
High-level interoperability

Appropriate level of interoperability

Reuse of existing models and simulations

Data issues

Adjustability of environmental models

_a—_a_—_a_a_a_a_a_a_a_a_9a9_49._-=2_2=-
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Most of those issues relate mainly to Simulation Model integration and Simulation Model
interoperability; a major topic of the CRISMA project which has to be addressed by the
CRISMA Framework Architecture in by a dedicated subproject: SP4 “Models for Multi-
Sectoral Consequences”.

Furthermore, D21.1 “Technology Inventory for Crisis Management Tools & Models”
(D21.1, 2012) poses a valuable source of user requirements which serve mainly as source
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of functional requirements for the Functional Building Blocks (section 4).Nevertheless, we
can extract also some requirements which are highly relevant for the architecture design
itself:

f The system should use common European standards (e.g. OGC compliant)
so that impact/damage models running in remote servers can exchange data
with CRISMA.

f The system should be able to develop impact scenarios from external tools
(like hazard models — e.g. ALOHA — Areal Locations of Hazardous Atmospheres
for plume dispersal).

 The system should be able to combine data generated by different risk
assessment models (e.g. an earthquake cause a chemical leak with toxic plume
dispersal and fire).

f The system should provide a "none secured" feature that is accessible through
the web, and a secured component accessible using login and password
parameters (or more advanced security systems).

' The system should allow to integrate local maps and realistic connection times
on the transport network (e.g. between hospitals and places of accidents).

f The system should constantly keep track of the search and rescue operations.

Another valuable source of non-functional requirements and architectural properties,
respectively, which are relevant for the CRISMA Framework Architecture, is the SP2
deliverable D23.1 “Requirements and Use Cases” (D23.1, 2013). The consolidated crisis
management goal models therein define besides the behavioural (functional) aspects of
the overall CRISMA System (the entirety of all individual crisis management applications
provided by the CRISMA project) also so called quality goals (shown in Figure 13). The
guality goals shown in Figure 13 have been translated into architectural properties (section
2.3). Further architectural properties could be derived from the user requirements
specification tables (APPENDIX C of D23.1).
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Figure 13: Quality Goals of the consolidated Crisis Management Goal Model.

Last but not least, a thorough assessment of related research projects and comparable
simulation management systems like SUMMIT (Plantenga, 2010), DIESIS (Beyer, 2010),
TENA (Powell, 2012), HLA (IEEE, 2010) and others severed as input for the formulation of
the architectural goals and the identification of important architectural properties.

Figure 14 gives an overview on the main sources of architectural goals and properties.
Since the extraction and processing of those non-functional requirements of the CRISMA
Framework Architecture is mainly the result of “Task 3.1.2: ICMS Technical Requirements”
they are also documented in condensed form in D31.2 “Technology, Concepts &Technical
Requirements Report V2" (D31.2, 2013).
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